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ABSTRACT

OpenlD is a protocol for distributed authentication on the
web. Early versions of OpenlD have been used almost ex-
clusively for authentication. The OpenID 2.0 specibcation
enables new functionality beyond simple authentication by
allowing identity providers can exchange arbitrary attributes
with service providers. We propose an extension to OpenlD
2.0 called SimplePermissions that adds permissions model
discovery and selective delegation to OpenlIDOs capabilities.
SimplePermissions can protect usersO credentials, make del-
egation convenient, and enable creative new web services
with novel security properties.

Categories and Subject Descriptors
digital identity [ authentication ]: delegation

General Terms
authentication, distributed, policy

Keywords
H.5.3 Group and Organization Interfaces - OpenID digital
identity

1. INTRODUCTION

Digital identity systems allow users to prove their identities
(authentication) or access services (authorization). Identity
systems can be grouped into those based on credentials and
those based on relationships [5]. Credential identity systems
rely on persistent, hard-to-forge credentials that certifying
agencies give to end users; users show their credentials to
authenticate to service providers or authorize transactions.
In relationship systems, an identity provider is contacted
during every identity transaction, to verify the userOs iden-

tity.

Bhargav-Spantzel [5] argues that future identity systems
should be based on credentials systems, in part because
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relationship-based systems do not gracefully allow for del-
egation. In theory, users of credential-based systems can
delegate their identities by simply giving the appropriate
delegate credentials to others. In practice, credential-based
systems require trust relationships, usually based on the
public key infrastructure (PKI). This requirement makes
correct use of credential-based systems unacceptably heavy
for many online service providers and novice users. The
problem of creating an alternative delegation system built
around a relationship-based identity system spurred the de-
velopment of the protocol presented in this paper.

OpenlD [12] is a distributed, relationship-based authentica-
tion protocol designed for the worldwide web. Each user
is associated with a single URL. OpenIDs URLs are chosen
by users and their identity providers, not assigned by any
central identity authority. When a user logs in with their
OpenlD, the service provider requests a signed assertion of
the userOs identity from the userOs identity provider (discov-
ered via the OpenID URL). Identity providers return signed
assertions that specibc users OownO or control the OpenlD
URLs. Because URLs are globally unique, service providers
can use OpenlID URLs as unique identibers for their users.
In this way, OpenlID allows providers of web-based services
to OoutsourceO authentication of their users. OpenID is a
relationship-based system, since it requires the intervention
of the identity provider during every transaction.

We propose an extension to the OpenlID 2.0 specibcation,
SimplePermissions, that allows identity providers to auto-
matically discover service provider permission models and
allows users to selectively delegate service permissions to
others. SimplePermissions is backwards-compatible and can
benebt compliant service and identity providers without con-
Ricting with existing OpenlID implementations. SimplePer-
missions enables users to adhere to the Oprinciple of least
privilegeO when delegating their authority to others. Be-
cause of this, the extension provides increased security to
end users and service providers without giving up the con-
venience or user-centricity of OpeniD.

1.1 A Note on Terminology

The namespace of the digital identity beld contains several
heavily overloaded terms. Words like Ocapability,0 Oser-
vice,0 Ouser,0 and OdelegationO have been given widely vary-
ing context-speciPc meanings. Throughout this paper, the
term OuserO refers to the owner of an OpenlD. People or ser-
vices to whom the user delegates privileges are Odelegates.O



The provider of the functionality to be delegated, typically

a web site, is the Oservice provider,O rather than a relying
party or RP as in OpenID specibcations. OpenlD identity
providers, often called OpenID providers or OPs in online
documentation, are called Oidentity providersO in this paper.

2. APPROACH

Few web-scale authentication schemes have seen wide adop-
tion; online services currently rely almost exclusively on
home-grown username/password systems. Current research
in the realm of digital identity focuses on user-centric ap-
proaches; these new approaches are more likely to be adopted
internet-wide than earlier standards because they resolve
user concerns about trust, privacy, and security in a way
that is simple enough for users to understand [14]. Recently
proposed protocols like OpenlD strive to achieve the follow-
ing goals:

e Protect usersO privacy

e Allow users to choose how to manage their own iden-
tities

e Make the system easy to adopt, even for services with
existing identity systems

e Make the system easy to use

These same goals apply to delegation protocols. In addition,
delegation protocols should protect users® private informa-
tion not only from outside parties but also (where applica-
ble) from delegates. Since delegation is based on identity,
delegation systems that are easy to adopt must be built
upon widely adopted identity protocols. SimplePermissions
is easy to adopt and use because it is based on OpeniD.
It protects user data and give users choice by allowing for
selective delegation.

SimplePermissions delegation works by allowing delegates to
authenicate with userOs OpenID; delegates impersonate the
user, but only have those privileges they have been explicitly
granted. Selective delegation is accomplished by including
service-debPned permissions and user-approved restrictions
inside OpenlID authentication messages.

SimplePermissions implements delegation via impersonation
for practical rather than philosophical reasons. Some re-
searchers claim that delegation systems should never iden-
tify the delegate as the user [7]. In a perfect world, ser-
vice providers would universally support signed credentials
and accept user-created authorization tokens from delegates.
In practice, however, complex or restrictive identity sytems
will lead to impersonation with or without authentication
systemsO explicit support: users already give authentication
credentials to spouses, friends, secretaries, and increasingly
to OmashupsO of online services, despite warnings that such
ad-hoc delegation is risky and insecure.

Our goal is to increase the security of web users without
requiring extensive modibcations to either web applications
or usersO behavior by explicitly supporting impersonation.
Ideally, SimplePermissions would be so Rexible and easy to
use that it would replace dangerous ad-hoc delegation for

many users. SimplePermissions involves the userOs identity
provider in every identity transaction, so the user can easily
grant and revoke domain-specibc permissions from within a
single consistent interface. Automatic discovery of service
provider permission models during the user®s own authen-
tication requests also helps to make the user experience as
simple as possible.

Finally, impersonation has the desirable quality of user-
centricity; service providers no longer have complete con-
trol over a userOs ability to delegate. For example, users
may wish to give one application access to user data stored
within a competitorOs application. While the user OownsO
this data, the competitor might move to block such access
if the delegate application was required to identify itself.

3. FULL DELEGATION USING OPENID

Full delegation is when a delegate has same access to appli-
cation functionality and data as the delegating user. Users
engage in full delegation on an ad-hoc basis whenever they
share passwords with friends and coworkers. Password shar-
ing is especially risky when using OpenlID; if users disclose
their OpenlID login information to others, they allow those
delegates to impersonate them, undetectably, on any site
that accepts OpenlID. Delegates in this situation could ac-
cess private user data or even hijack the userOs accounts.

Identity providers can address this problem by allowing del-
egates to authenticate using the delegating userOs OpenID
but a di'erent set of authentication credentials (i.e. a diler-

ent password). The delegateOs identity provider-specibc lo-
gin credentials must be established before use. The identity
provider must authenticate the delegate during every trans-
action, so it is trivial to use blters at the identity provider
level to restrict a delegateOs access to a specibc domain. Sim-
ilarly, it is trivial to place time or usage limits on a delegateOs
login information. These two properties, domain specibcity
and user-debPned time granularity, greatly reduce the risk
associated with delegation, without making any changes to
the OpenID specification, or to OpenlD consumer code cur-
rently deployed on the web: all the necessary changes are
made on the identity providerOs end.

User-centric full delegation can be trivially added at the
identity provider without modifying the OpenID specibca-
tion, but full delegation is a poor solution for situations when
users wish to delegate only a few of the functions and data
available from an online service. In these cases, selective
delegation of a subset of user permissions should be used
instead.

4. MOTIVATING USE CASES FOR SELEC-
TIVE DELEGATION

Selective delegation requires service providers and identity
providers to exchange additional information (at a mini-
mum, a description of the subset of available permissions
to be granted the delegate). We use a mechanism similar to
OpenID 2.00s Attribute Exchange standard to convey that
additional information. Exchanging SimplePermissions at-
tributes increases the complexity of the protocol, but gives
users more control over the way their identities are used.
The use cases below demonstrate the convenience and secu-



rity advantages of selective delegation over full delegation or
password sharing.

4.1 Corporate Use

Many web services are designed for use by individual users,
but are used in practice by groups of users. For example,
a graphic design bPrm may maintain one account with a
stock photography site, in the name of a supervisor. If a
junior designer wishes to purchase a photo, he must either
be given the appropriate purchasing credentials (username,
password, and/or credit card information), or the supervi-
sor must make the purchase for him. The principle of least
privilege is violated because the permissions model is all-or-
nothing.

SimplePermissions makes it easier for groups of users to
make good use of online services with a minimum of hassle.
On stock photography sites supporting SimplePermissions,
the supervisor can give the junior designer limited access
via a low-privilege account or one-time authentication to-
ken. The designer can then authenticate to the site as the
supervisor and make his purchases without requiring any di-
rect interaction between the supervisor and the photo site.
SimplePermissions protects the supervisorOs account from
abuse and maintains the conbdentiality of the supervisorOs
primary authentication credentials. Delegate accountability

is increased, since every time the designer uses his delegated
privileges, an audit trail is left with the supervisorOs identity
provider.

4.2 Low-Security Environments

Accessing conbdential user data in services like web-based
email from nonsecure environments (e.g., an internet cafe)
exposes user authentication credentials to a number of at-
tacks, from hardware key-loggers to shoulder surbng. Com-
puter security researchers have proposed systems that com-
bat these attacks, including Delegate and SAW. Delegate
[11] keeps user credentials on a proxy server that blters sen-
sitive data from web requests using a rules engine, authoriz-
ing credential disclosure via a secure out-of-band communi-
cations channel like a trusted mobile phone or email device.
SAW [17] replaces passwords entirely with email or instant
messenger account access, and can likewise use a trusted
mobile device to avoid disclosing long-term login credentials
on an untrusted system.

SimplePermissions can help protect users without requir-
ing a dedicated proxy server or secure mobile device. Users
protect their credentials by delegating to themselves via a
pseudonym with limited privileges. The system is conve-
nient because the user authenticates normally, with their
OpenID and conventional login credentials. Using limited-
functionality, domain-specibc pseudonyms, users risk access
to only the serviceOs capabilities they need to use, without
exposing their primary authentication credentials to attack.
This is similar to the way users login to an operating system
with limited-privilege credentials rather than administrator
accounts [4]. Even in situations where full functionality is
required, delegation of full privileges to a pseudonym au-
thenticated via a strong method, like SAW, protects users
from divulging their single sign-on authentication informa-
tion while in an insecure environment.

4.3 Web Mashups

On the web, mashups are ad-hoc combinations of web ser-
vices that access user data from multiple sources and com-
bine them in new and creative ways. Service providers like
Google and Yahoo! encourage creation of mashups based
on their services by releasing public APIs. Users divulge
their full authentication credentials to the mashup, which
uses them to access the user data stored by other services.
For example, a service combining Flickr and AOL might
show users recently uploaded photos from each person on
their AOL Instant Messenger buddy lists. Users would reg-
ister accounts with the mashup and give it their AOL screen
names and passwords, granting it access to their up-to-date
buddy lists. To revoke a machupOs access to user data, the
userOs authentication credentials must be changed.

SimplePermissions simplibes the mashupOs setup process and
protects user information. Users need not provide the mashup
with their login credentials for each mashed-up service; in-
stead, users delegate service-specibc permissions to a pub-
lished mashup OpenlD. In this example, users would del-
egate buddy list access to the mashup, rather than giving

it credentials that would allow the mashup to send and re-
ceive messages. In combination with Simple Registration,
SimplePermissions allows users with the appropriate policy
set to access the mashup using only their OpenlIDs, with-
out communicating with the mashup in advance. This is
more convenient for users, protects user data from malicious
mashups, and reduces the threat of worms or viruses that use
web services as an infection vector. The mashupOs access to
the usersO data can be revoked later, without changing user
authentication information, by changing delegation policy.

5. PROTOCOL DESIGN

The SimplePermissions protocol has three distinct phases.

In permissions model discovery, a service provider sends the
set of delegable permissions to the userQOs identity provider.
The user may then decide which permissions to delegate
and to whom during policy definition. Finally, the userOs
identity provider authenticates delegates and enforces the

userOs policy duringidentity use by a delegate.

5.1 Permissions Model Discovery

Permissions model discovery takes place during the OpenID
2.0 login process. To begin the process, a user submits their
OpenlID to a service provider. The service provider goes
through a process called Yadis discovery; it fetches the docu-
ment at the OpenID URL and bnds in the X-XRDS-Location
HTTP Header or an HTML meta element the location of
an XRDS document. The XRDS document (an example
is shown in Figure 1) describes the userOs identity provider
endpoint, the version of OpenlID supported, and the OpenID
extensions that the identity provider supports. Identity
providers that support SimplePermissions must advertise
their support in this XRDS document: service providers ex-
change SimplePermissions data only if the identity provider
has advertised support for the protocol. The service provider
prepares to authenticate the user by establishing a shared
secret with the identity provider via associate messages.

The OpenlD login process continues when the service provider
redirects the user to his or her identity provider with a



<?xml version="1.0" encoding="UTF-8"?>
<xrds:XRDS
xmins:xrds="xri://$xrds"
xmins:openid="http://openid.net/xmIns/1.0"
xmins="xri://$xrd*($v*2.0)">
<XRD>
<Service priority="1">
<Type>http://openid.net/signon/1.0</Type>
<Type>http://openid.net/sreg/1.0</Type>
<Type>http://openid.net/permissions/1.0</Type>
<URI>http://someidserver.com</URI>
</Service>
</XRD>
</xrds:XRDS>

Figure 1: XRDS document advertising support for
SimplePermissions

checkid _setup or checkid _immediate message. If the iden-
tity provider supports SimplePermissions, the service provider
includes one or more attributes in the openid.permissions
namespace in the message. Attributes in this namespace
should describe the delegate, and be conducive to a boolean
response, with an a"rmative response granting privileges.
The value of each requested attribute is an explanatory uni-
code string, representing a human-readable description of
the permission. Attribute names evoking a non-boolean re-
sponse, like OwriteAccessLevel,O or a double negative, like
OcannotCommentO should be avoided because they could
confuse the user. No single security paradigm and or per-
missions granularity is mandated by the SimplePermissions
specibcation.

Examples of valid SimplePermissions attribute names in-
clude:

e canPostComments
e editsAccountDetails
e canGetBuddyListXML

Because attribute names are human-readable strings, they
can be used to implement many dilerent security paradigms.
SimplePermissions attributes in a Role-Based Access Con-
trol (RBAC) system [4] might include the following:

e iSAdmin
e isJuniorDeveloper
e actsAsRootUser

In addition to the delegable permissions, the service provider
may include a special attribute, permissions.core , with a
unicode string value representing a human readable descrip-
tion of the minimal privileges granted to any delegate on
that domain. This attribute makes explicit to the user what
privileges will be delegated.

The identity provider associates the service providerOs do-
main (called the Orequest domainO in OpenID) with the set
of permissions attributes and stores this permissions model
for later use. The OpenlID login process ends when the iden-
tity provider redirects the user to the service provider with

an id _res response. If the user has authenticated as the
owner of the OpenlD, the identity provider includes and
signs every permission with the value set to OtrueO - the
user is given full permissions by default, for convenience.

5.2 Policy Definition

After discovering a serviceOs permissions model, the user can
delegate access to that service at the identity provider. The
identity providerOs list of the userOs delegates and the sub-
set of the permissions model each should be assigned is the
userOsdelegation policy for that service. The user inter-
face for creating delegation policies, the way the policies
are stored, and the way that the policies are consulted are
all identity provider-specibc implementation details and are
thus beyond the scope of the SimplePermissions protocol.
While no explicit prohibitions exist to bar automated sys-
tems at the identity provider from managing permissions,
identity providers that strive for user-centricity should al-
ways allow end users to explicitly set policy for delegates on
specibc domains.

As described later in this paper, our implementation stores
identity policy as simple rules: each rule is a tuple associat-
ing a subset of the service providerOs permission model (those
attributes to be asserted true in the id _res response), with a
domain and a delegate. Because we envision SimplePermis-
sions policy being debned primarily by normal web users, we
rejected more complex policy languages like XACML, which
might be appropriate for some tech-savvy or corporate users.

5.3 Identity Use By A Delegate

Delegates are informed of the delegation by the user via
some out-of-band channel (i.e. email). They may then au-
thenticate to service providers with the userOs OpenlD, as
shown in Figure 2, which illustrates an OpenlD authenti-
cation transaction using Di"e-Hellman shared secrets for
message integrity.

A delegate attempts to authenticate to a service provider
with the userOs OpenlD. The service detects that the userOs
identity provider supports SimplePermissions during XRDS
discovery. The service provider then includes with the au-
thentication request the SimplePermissions attributes that
describe its permissions model. The request uses either
HTTP or form-based redirects to send the delegate to the
userQOs identity provider to authenticate.

The delegate submits his or her own credentials to the userOs
identity provider. As in OpenlD, no restrictions are placed
on the authentication method used; identity providers may
use OpenlD, passwords, client-side SSL certibcates, short-
lived tokens, or some other method to authenticate dele-
gates.

The identity provider does not immediately certify that the
delegate has authenticated. It Prst consults the delegat-
ing userOs policy to determine which permissions should be
granted to the delegate. Every permissions attribute re-
quested by the service provider appears once in the response
and each is explicitly asserted to be either true or false, to
avoid the possibility of permission escalation by removing or
adding attributes. All permissions attributes are signed to
prevent modibcation by the delegate or any other man in the
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Figure 2: Typical SimplePermissions use case, authenticating the delegate via OpenID

middle. In addition to the requested permissions attributes,
the identity provider optionally includes a special attribute,
permissions.delegate  whose value is a local identiber for
the delegate used by the identity provider. Service providers
should not attempt to use information in this optional at-
tribute to uniquely identify delegates; it exists only to allow
creation of a more detailed audit trail for each delegateOs
actions.

5.4 Security Properties

5.4.1 Untrusted client support

One major feature of OpenlD is that it does not presup-
pose a web of trust based on PKI. Security is instead pro-
vided by the uniqueness of DNS results and (optionally) TLS
connections. Message integrity is vital because in OpeniD,
users can not be trusted. OpenlD provides message integrity
by signing some or all of the attributes in the id _res re-
sponse with a shared secret setup viaassociate messages.
SimplePermissions specibes that every permissions attribute
must be signed, and that all attributes present in the iden-
tity request appear in the response. Failure to include and
sign each attribute allows privilege escalation attacks by ma-
licious clients. Signed messages prevent escalation attacks
because the secret used to sign the message is private to the
identity provider.

5.4.2 Anonymity

OpenlD 2.0 allows users to login to service providers anony-
mously. Rather than providing an OpenID URL, users in-
stead provide the URL of their identity provider, without

any personal identiber. During authentication, the identity
provider asserts a non-linkable local identiber rather than
the userOs OpenlD. Because the design of SimplePermissions
puts delegation at the identity provider, rather than within

the service provider, the ability to login anonymously is pre-

served, protecting the privacy of both the delegating user
and the delegate.

5.4.3 Audit trail

The userOs OpenlD identity provider is consulted during ev-
ery identity transaction, so it is the natural place to enable
logging and policy enforcement. Our corporate delegation
use case benebts the most from a centralized log, which
allows users to detect and combat identity abuse by dele-
gates. ldentity providers using SimplePermissions can log
every OpenlD login with the userOs OpenID, along with the
identity of every delegate who attempts to log in. SimplePer-
missions allows users to report an identiber of the delegate
to service providers, for forensic logging purposes. Service
providers should not attempt to discriminate between dif-
ferent delegates (e.g., by allowing separate user preferences
for each delegate) because they are only directly interact-
ing with the delegating userOs identity. In fact, resolving
the identity of a delegate is not possible in the general case,
since the delegate identiber reported by the userOs identity
provider need not be consistent between sessions. However,
service providers can record which actions are performed us-
ing each delegate identiber, so that the identibers could be
traced by the identity provider to specibc delegates in cases
of identity abuse.

6. IMPLEMENTATION

To verify the workability of the SimplePermissions protocol,
we created a proof of concept implementation of an identity
provider and a service provider.

6.1 SimplePermissions Server

The identity provider server is a simple Ruby on Rails appli-
cation, with an sqlite3 persistent store and actions based on
the JanRain ruby-openid library. The identity server adver-
tises its support for SimplePermissions in XRDS documents



created for its users, and the server and client exchange Sim-
plePermissions attributes.

6.2 Policy Engine

Our policy is embodied in a set of rules: each rule contains
the userOs local identiber, a delegate identiber, a domain,
and a permissions set. Delegate identibers represent a user-
name/password combination, an authentication token, or
an OpenlD. The permissions set is a subset of the permis-
sions attributes associated with the domain during discov-
ery. To create a new policy rule, the user prst enters (in
the case of an OpenlID) or generates (in the case of a user-
name/password or token) a delegate identiber and associates
it with a domain, using the identity providerOs web interface.
The identity provider then displays a list of that domainOs
permissions as checkboxes; users check the permissions they
wish to grant to the delegate.

User centricity has the drawback of forcing the user to deal
with the minute decisions on a per-permission basis. This
problem is partially alleviated by relying on service-debned
permissions models: service providers have an economic in-
centive to make their permissions models as easy as possible
to understand and use, just as they have incentives to make
their web sites attractive and usable. Service providers are
in the best position to gauge the technical savvy of their
users, and providers of complex services could even vary the
granularity of the permissions model reported to identity
providers on a user-by-user basis.

7. THREAT ANALYSIS

7.1 Data Disclosure and Account hijacking
One common best practice for OpenID use is to permit users
to associate multiple OpenIDs with an account, to allow
users to recover if their primary OpenlID url is compromised
or becomes inaccessible (i.e. through domain name expira-
tion). If delegates are able to access this service feature,
they may add their own OpenIDs to the account, electively
hijacking full access to the account and potentially denying
access to the legitimate account owner. Similar problems
arise in systems which allow OpenlID logins in addition to
some other authentication method, such as a username and
password. We therefore strongly recommend that services
supporting OpenlD and SimplePermissions include a per-
mission attribute that restricts access to those service fea-
tures. In general, delegates should be restricted by default
from user data or account details wherever possible; users
will most commonly desire to delegate service functionality
rather than access to stored user data.

7.2 Permissions Model Poisoning and Infor-

mation Leakage

Identity providers are tempting targets for attackers because
they are the storage location for user credentials, service
permissions models, and user policy. Some attackers will
attempt to subvert the OpenID authentication system; these
attacks are not treated here, as they vary from provider to
provider and are attacks against OpenID in general and not
SimplePermissions specibcally.

One attack specibc to SimplePermissions is permissions model
poisoning. This denial-of-service attack involves attackers

sending false login requests which contain empty or altered
permissions models. Naive implementators of SimplePer-
missions might update the stored permissions schema upon
receiving a login request. The attackers could temporar-
ily overwrite the legitimate permissions model stored on
the identity provider. If this overwrite happens after a le-
gitimate login request arrives but before the delegate bn-
ishes authenticating, the delegate could have incorrect per-
missions attributes asserted when redirected to the service
provider. This minor problem is easily solved by updating
site permissions models only after the user or delegate has
been authenticated by the identity provider.

User-debned policies are themselves potentially sensitive user
data; no disclosure of policy information to unauthorized
persons should be allowed. This principle is applicable at
several steps throughout the delegate login process. For ex-
ample, if a userOs identity provider supports SimplePermis-
sions but the user has yet to delegate access to an service,
that information should not be revealed by hiding delegation-
specibc user interface elements. Similarly, users whose del-
egates are only identiped by OpenIDs should not be pre-
sented with login pages that hide access to other authen-
tication methods supported by the identity provider, since
this reveals to attackers the kind of information stored in
the policy. SimplePermissions identity providers should al-
ways authenticate users before consulting their local policy,
so that attackers cannot bsh for information about which
delegate authentication credentials appear in the user pol-
icy (i.e. immeadiately refusing requests from OpenlDs that
do not appear among the userQOs delegates may allow attack-
ers to determine via process of elimination which OpenlIDs
are valid delegates, enlarging the systemOs attack surface to
encompass additional specibc OpenlD identity providers).

7.3 Permission Description Modification
Because OpenlD authentication requests are unsigned and
not necessarily sent over an encrypted connection, they may
be changed in transit from the service provider to the iden-
tity provider. Thus, in a SimplePermissions authentication
request, it is possible that a malicious man-in-the-middle
could relay a request with modibed permissions attributes.
SimplePermissions protects somewhat against modibcation
of site permissions models, since the response is signed by
the identity provider and every permissions attribute must
be present, verbatim, for the authentication to succeed. The
explanatory strings sent as the values of the permissions
attributes are not alorded the same degree of protection.
As a result, if attribute names are ambiguous or confusing
to users, malicious delegates could trick users into granting
them increased rights by replacing the explanations from
the service provider with their own. This problem is exac-
erbated by internationalization and localization issues; even
savvy users may not understand clearly named attributes
properly, if the attribute names are not in their native lan-
guages.

In the absence of a protocol-level way to guarantee OpenlD
request integrity, identity providers and service providers
share resonsibility for protecting users from this attack. The
exploit requires the attacker to modify a siteOs permissions
model just before the user changes his or her delegation pol-
icy, and to use the new delegation policy immediately after-



wards (since unaltered authentication requests from other
delegates or the user would reset the permissions model
stored at the identity provider). Identity providers could
add restrictions to the use of delegation policies to reduce
the probability of an attack (i.e. require the user to login to

a site just before using its permission model to debPne pol-
icy). Service providers can greatly alleviate the problem by
using unambiguous names for permissions attributes; in the
case of a service which uses internationalization or localiza-
tion to customize SimplePermissions attributes, the names
of the permissions Pelds should be translated along with the
explanatory strings to avoid user confusion and the granting
of undeserved privileges.

7.4 Credential compromise

A guiding principle of SimplePermissions is the Oprinciple
of least privilege,O which states that system components
should operate using the minimum set of privileges required
to complete their tasks [15]. This principle is extended to
include delegated users as system components. SimplePer-
missionsOs selective delegation allows users to grant delegates
the minimum privileges necessary (within the bounds set by
the service provider). This reduction in privilege lowers the
risk associated with delegation:; if the delegateOs credentials
are compromised, the attacker will have only a subset of
the privileges granted the delegating user. In addition, be-
cause every identity transaction Bows through the delegating
userQs identity provider, revocation of compromised creden-
tials is simple: users simply delete the policy that allows the
compromised delegate access. Even when using full delega-
tion, delegates can be restricted to specibc domains - this
likewise reduces the security risk associated with delegation
for the user.

7.5 Session overpersistence

OpenlD authenticates users on a session-by-session basis.
As a result, time-limited SimplePermissions credentials may
persist longer than users intend, when delegates open and
maintain long-running sessions. Security risks associated
with this property of OpenID can be mitigated by hav-
ing service providers periodically timeout long-running ses-
sions, setting an upper-bound on the worst-case delegation
extension possible. We leave for future work a more com-
plete solution: the SimplePermissions specibcation could be
amended to include a callback URL, as in the Simple Regis-
tration extension [13]. Identity providers could notify service
providers whenever the userOs delegation policy has changed,
invalidating current sessions and requiring delegates to login
again so the new policy can be enforced.

7.6 Malicious impersonators

The SimplePermissions approach of delegation by imperson-
ation carries some risk that legitimate users will be held
responsible for malicious delegate behavior. This risk is im-
plicitly assumed by users each time they delegate their au-
thority and not by the service provider. While this respon-
sibility may make users uncomfortable, it is important that
users realize the import of their delegation decisions. Sys-
tems that explicitly identify delegates may encourage users
to delegate authority to others without carefully evaluating
the security risk brst, since users may feel they will not be
held accountable for their delegatesO actions.

7.7 Further delegation to an untrusted party
After giving permission to another person or service, that
delegate could potentially delegate to a third party who is
not trusted by the user. This property of SimplePermis-
sions - vulnerability to delegation chaining - is a property
of all delegation systems, since users can always participate
in ad-hoc delegation by giving their authentication creden-
tials to others. Delegation using SimplePermissions is still
better than sharing passwords as the user never discloses
their OpenlD password (containing the delegation to a sin-
gle domain), the delegation is revocable without modifying
the delegating userOs credentials, and all authentications uti-
lizing the user®s OpenlID leave an audit trail at the identity
provider. Furthermore, in SimplePermissions revocation of
a delegateOs priveleges immediately removes the privileges
granted the delegateOs delegates as well.

8. RELATED WORK
8.1 Limited Delegation for Client-side SSL

A system similar in basic concept to SimplePermissions has
been described as Limited Delegation for Client-side SSL
[16]. While the authentication technology involved dilers
(X.509 Certibcates and TLS vs. OpenID), the system does
include the core concept of service-debned permissions mod-
els, which are automatically discovered and presented to the
user in the form of domain-specibc boolean permissions. The
primary dilerences between Limited Delegation and Sim-
plePermissions are the degree and location of complexity.
PKIl-style authentication like client-side TLS is a more com-
plex technology for end users to manage than OpenlD, so the
adoption of certibcate-based authentication is correspond-
ingly lower than OpenlD among web applications. Limited
Delegation for Client-side SSL also requires that users install
a browser extension, modifying browser TLS behavior; ac-
cept cookies (to discover permissions models); and manage
public and private keys. Service providers using the system
must similarly change their TLS behavior and modify their
systems to accept multiple certibcates. Service providers us-
ing the system keep track of the permissions granted by users
to delegates. The primary benebt of these many modibca-
tions is that no user interaction is required during authen-
tication - the user is seamlessly logged in everywhere they
go. SimplePermissions, on the other hand, requires no mod-
ibcations to usersO browsers and minimal changes to service
providers. SimplePermissions pushes the complexity of dele-
gation onto a single actor - the identity provider - which has

a vested interest in being as user-friendly and user-centric
as possible. The SimplePermissions delegate login process
involves multi-step user interaction, but it gives users more
control over delegate credentials and provides an easy way
for delegations to be revoked. In short, while Limited Delel-
gation for Client-side SSL may be an acceptable solution for
organization-internal services willing to require PKI-based
authentication, we believe that SimplePermissions is a bet-
ter bt for the more open and Ruid world of the internet.

8.2 Prooveme.com

ProoveMe [9] is a new OpenlID provider using digital cer-

tibcates. After signing up with the service, Prooveme.com
generates a self-signed TLS certibcate for the user to install
in their web browser. This certiPcate can be veribed later
by ProoveMe. When authenticating using OpenlD, the user



submits his OpenlID and is redirected to Prooveme.com. The
service endpoint there is secured with TLS and the userOs
browser will initiate the TLS protocol with the installed cer-
tibcate. By the end of the TLS handshake, ProoveMe has
already Pnished authenticating the user; the user can be
returned to the service provider immediately, without any
login-time interaction at the identity provider.

ProoveMe has not implemented any delegation mechanism,
but their founder has explained how he would like to of-
fer this capability. They plan to do delegation using short-
lived certibcates. The user would ask ProoveMe to gen-
erate a time limited TLS certibcate and associate it with
their OpenID. The certibcate would be sent to a delegate;
user delegates must install the certibcate into their browsers.
Delegates would then authenticate to services with the userOs
OpenlID using the same TLS-based authentication at the
identity provider. The system provides only full delegation,
not selective delegation: the delegate will have all the same
privileges as the user at the service provider.

There are some major drawbacks to their approach of rely-
ing on TLS certibcates for all authentication, both for the
user and the delegate or mashup [10]. Currently, managing
TLS certibcates in a browser is too di"cult for most users,
since it requires knowledge of encryption technology and vo-
cabulary. No modern browser allows multiple certibcates to
be associated with a single domain making multiple identi-
ties with the identity provider only possible by uninstalling
and reinstalling certibcates. In order for the user to be able
to utilize multiple computers, certibcates must be manually
moved from one computer to another. Since the browser
will automatically use the TLS certibcate when visiting the
identity provider, the user is always Ologged inO. To Olog
outO of ProoveMe (i.e. to keep unauthorized users on the
same computer from using the identity) users must delete
their certibcates.

8.3 AOL OpenAuth

AOL created an authentication system similar to OpenID
called OpenAuth [1]. Third party websites can use Ope-
nAuth to authenticate AOL-registered users. The authenti-
cation mechanism is token based. The service would either
redirect the user to AOLOs login pages, or oler the same login
form to the user through an SSL protected iFrame. AOL, af-
ter authenticating the user via an AOL username/password
or OpenliD, issues a token to the third party service. Not
only does the third party site have an assertion that the user
was authenticated by AOL, but this token can also be used
to invoke other AOL services on the userOs behalf. As of
writing, the only AOL service available is WebAIM which
allows third parties to integrate with the AOL Instant Mes-
senger service [2]. These tokens do not grant the third par-
ties complete access to the users personalized information;
AOLOs system asks users to give specibc consent for services
to access their information. This policy, the collection of the
userOs consent, is stored and enforced only by AOL. UserOs
can only grant access to third parties for AOL specibc ser-
vices. The OpenAuth system does not address any user-to-
user delegation scenarios, and the operations available for
delegation in WebAIM are currently limited to buddylist
retrieval, instant messaging, and presence notibcation.

OpenAuth is specibc to AOL, the permissions model is not
discovered but is hard coded and explained through doc-
umentation (not the protocol). Access is granted through

tokens according to the users policy. Details on OpenAuth
token generation and validation are proprietary to AOL.

8.4 Liberty Alliance

The Liberty AllianceQs Identity Web Services Framework
(ID-WSF) targets use cases superbcially similar to those of
SimplePermissions. However, ID-WSF is based on estab-
lished, trusted federation relationships and relies on SAML
messages for authorization, rather than signed HTTP posts.
When users delegate authority to other users or applications,
their identity service (which must be federated with the dele-
gates) provides authentication tokens to the delegates. This
authentication method works not only for web services but
also for local applications. Authorization policies are set
by the participating applications and services (rather than
users) and the protocol does not include a mechanism for
discovering those policies. In short, ID-WSF allows tight
integration of federated services, but it is not user-centric
and does not provide for explicit user-debned policy.

8.5 OpenlD Exchange 1.0

OpenID Exchange 1.0 [3] is an OpenID extension that al-
lows users to authorize data exchanges between compliant
services. The protocol uses OpenlD for authentication of
the user, but debnes a separate HTTP-based protocol for
transporting data and requesting authorization from the
user. OpenlD Exchange requires the presence of the del-
egating userOs browser, so it is inappropriate for use in long-
term delegation or low-security environment scenarios. Ad-
ditionally, the protocol is designed to transport arbitrary
data, so OpenID Exchange permission requests do not have
well-debPned semantics. If adopted by service and identity
providers, OpenlD Exchange could be used to implement
a SimplePermissions-like delegation protocol; while many of
its use cases are similar to SimplePermissionsO, it is not itself
a delegation protocol.

8.6 CardSpace

Cardspace is an identity token exchange protocol, supported
by MicrosftOs Windows Cardspace [8] and the open-source
Higgins project. Users present identity OcardsO to identity
providers to generated signed SAML tokens; CardSpace-
enabled services then accept SAML tokens to authenticate
or authorize users. Users can theoretically also generate
Odelegation tokensO to be given to other users or services
[6]. Authentication messages in Ocard-basedO identity sys-
tems like Cardspace could be easily modiPed to include as-
serted permissions attributes in a way similar to SimplePer-
missions. However, card-based systems are not currently
widely deployed, require trusted software clients, and do not
support revocation of delegation as simply as relationship-
based systems. Adaptation of SimplePermissions to the
CardSpace protocol is therefore left for future work.



9. CONCLUSION

SimplePermissions is an extension to OpenlD that allows
users to safely and selectively delegate web service privi-
leges to other users and services. It increases user security
and protects user privacy by encouraging users and web ser-
vices to adhere to the principle of least privilege, only giving
delegates access to the functions and data they need. The
protocol is user-centric, and can be adopted gradually by
users and service providers because of its novel way of dis-
covering permissions models during normal authentication
exchanges. Itis as simple to implement and as easy to adopt
as the OpenlID protocol on which it is based. SimplePermis-
sions is an innovative and easy way to protect credentials
and make web services more convenient.
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